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This update analyses our
observations of the current market
conditions for GB Banks and is based

on our existing clients. Itis not a XA
review of the whole market. Allrate  E.S5K
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BANKS - ALL FINANCIAL LINES

Market conditions and notable risk trends - Great Britain

Rate predictions

A 4 - 7.5% to -12.5%
Professional Indemnity v - 7.5% to -12.5%
A 4 - 7.5% to -12.5%

Crime

Directors and Officers

Market volatility

@ Premiums For good clean risks (with minimal claims activity), we are continuing to see reductions in rates across the banking sector.
Wordings Insurers are now willing to consider enhancements to policy wordings.

()
ﬁ Markets Many insurers are offering more capacity and willing to move down the programmes where the premiums are more attractive.
@Q Retention Stable.

The threat of sophisticated criminal and state sponsored cyber attacks, and the increasing use of
Cyber and Al : . - :
generative Al mean that cyber and operational resilience continue to be a huge focus for banks.
E"' Macro economic and geo-political With the UK, US and many other countries facing general elections this year, the conflicts in Ukraine and
* risks Israel, and the ongoing high interest environment all serve to bring volatility to the financial markets.
ZA\ . . : : : :
iP=  Climate risk and ESG This is a multi dimensional risk for bgnks Wh|ch.has to be adc.jr.esse-d |n.terms. Qf globgl rggulqtory
W compliance, the exposure of portfolios to physical and transition risk, in addition to liability risks.
The Payment Systems Regulator will be imposing new rules on authorized push payment fraud
@ APP Fraud reimbursement from October 2024 which will impact both the sending and receiving payment service

providers, who will in most cases have a 50/50 responsibility to reimburse customers.

~ The magnitude of changing rule sets including the new Payment Systems Regulator APP fraud
\\ Regulatory compliance and conduct  reimbursement requirements, the Consumer Duty and a raft of regulation around ESG require huge
-_ resources to stay current, avoid fines and maintain customer confidence.
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BANKING INDUSTRY TRENDS

Risk trends - cyber and artificial intelligence

2

Considerations

Observations “ Concerns A

- Cybersecurity and resilience remain a key

focus for banks in all jurisdictions, with attacks
growing more sophisticated and originating
from new vectors.

With the growth in challenger and neo banks,
the traditional older established banks are
forging partnerships, launching digital banks,
and rearchitecting legacy IT systems to enable
omnichannel delivery. The push is towards

a lower-cost digital self-service offering,
combined with relationship management,
through remote channels.

Open banking continues to gain momentum,
with regulators progressively lowering barriers
to consumer data sharing.

Banks are continuing to invest in emerging
technologies, including generative Al

and quantum computing to bolster
competitiveness. As customer demand for
personalization heightens, generative Al will
become integral to the banking experience.

The Digital Operational Resilience Act
(DORA) was implemented by the European
Commission in July 2023 and has raised the
standard in terms of digital resilience and
operational risk management relating to
technology, external service providers and
data governance.

The fine-tune of operating models to improve
efficiency involves resolving the friction
between legacy infrastructure and new digital
channels, without upsetting the customer’s
experience.

The increased use of Al and cloud can
introduce new attack vectors.

There is an increase in security breaches
caused by third-party vendors and/or the
technology that they provide.

Increase in ransomware attacks.

Growing reliance on cloud and software-
as-a-service providers means that banks

need to evaluate both their own cyber risk
management controls as well as how they
would address threats that impact their critical
counterparties.

Competition for talent in Al/machine learning.

Banks should articulate any changes to

their business model, updates to operating
infrastructure and their reliance on
counterparties to ensure that their insurance
policies are aligned to the risks that they face.

Banks are increasingly referring to themselves
as tech companies and so there is a greater
focus on the interplay between traditional
cyber, Pl, tech E&O and crime policies, with

a growing requirement for more holistic
solutions to address duplication or gaps in
cover.

Banks should review how they are using Al and
which insurance products this could impact,
beyond the cyber policy e.g. professional
indemnity, employment practices liability,
D&O and crime.

It is important to understand war exclusion
variables and factor these into your renewal/
purchasing strategy in conjunction with your
cyber broker at the start of the process.
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BANKING INDUSTRY TRENDS

Risk trends - macro economic and geopolitical risks

" Concerns A

- The economic downturn, higher inflation,

Observations Considerations

o

- With almost 70 elections planned globally - Ensure that your crime insurance and in

this year, heightened economic and political
uncertainty will likely produce uneven
performance across banks. Market volatility
directly impacts trading income and shapes
credit conditions.

The economic slow down and risk of recession
can spark collateral value adjustments,
especially in illiquid markets as being
witnessed in the real estate market. With
household finances weakening, retail banks’
mortgage and unsecured lending books may
incur significant credit losses.

There is expected to be a higher for longer
interest rate environment which is causing a
squeeze on household budgets.

The ongoing conflicts in Ukraine and Israel
add to this market volatility.

energy and food costs and the recessionary
outlook have converged to cause a cost-
of-living crisis. Such challenging financial
conditions have historically correlated with
greater claims activity across all financial lines.

Further insolvencies are expected, particularly
in the retail and hospitality sectors, with
consumers having less disposable income for
discretionary spending.

Sophisticated social engineering schemes
continue to abound, including authorised
push payment (APP) fraud, phishing, vishing
and malware, to dupe victims into providing
confidential information and access to bank
accounts.

The Payment Systems Regulator will be
imposing new rules on authorized push
payment (APP) fraud reimbursement from
October 2024 which will impact both the
sending and receiving payment service
providers, who will in most cases have a 50/50
responsibility to reimburse customers.

particular, the social engineering cover

contained within it is as broad as possible.

- Anticipate questions from insurers concerning

your loss history for APP fraud losses.

Market conditions and
notable risk trends

Risk trends - cyber and
artificial intelligence

Risk trends - macro economic  Risk trends - climate Risk trends - regulatory
and geopolitical risks risk and ESG

Claims trends summary Thought and
compliance and conduct - financial lines product leadership
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BANKING INDUSTRY TRENDS

Observations

to be addressed in terms of global regulatory
compliance, the exposure of portfolios to
physical and transition risk, liability risks,

the impact on asset valuations, consumer
pressure and reputational risk.

The severity and frequency of natural disasters
and freak weather conditions have dominated
headlines over the past year.

This together with increasing litigation from
investors and other stakeholders over claims
of greenwashing will keep ESG at the top of
board agendas for some years to come.

« This is a multi-dimensional issue which has

Risk trends - climate risk and ESG

concerns A

- Increasing regulatory oversight and the
complexity of due diligence for ESG related
activities and reporting will likely lead to
increased regulatory investigations.

- Climate protestors and activist shareholders
are applying pressure for lending to be
sustainable and responsible.

- Litigation and public appetite to hold banks
to account for so called “dirty lending” may
result in increased defence costs, if not
indemnity.

2

Considerations

- Insurers expect banks to be focused on ESG
and clients should be prepared to articulate
their ESG strategy during their market
presentations.

- As ESG activities and reporting gain
momentum it is important to monitor any
corresponding impact on financial lines
insurance to ensure that coverage remains
as robust as possible, particularly your D&O
policy and the breadth of cover provided for
regulatory investigations.
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BANKING INDUSTRY TRENDS

Risk trends - regulatory compliance and conduct

@

Observations “ Concerns A Considerations

- A huge amount of time and resources is

- The risk of non-compliance with regulation - Ensure you have a broad form professional

continues to prevail in the banking world,
stemming from the magnitude of changing
rule sets and supervisory expectations across
the globe.

Compliance with a raft of new environmental,
social and governance (ESG) risks is often
cited as the top regulatory risk for banks right
now.

In the UK, Consumer Duty which came into
effect on 31 July 2023 set higher and clearer
standards for consumer protection across
financial services.

Alongside the PRA, the FCA has been
consulting on proposals to introduce a
new regulatory framework on diversity and
inclusion in the financial sector following
an increase in reports of non-financial
misconduct, which could have far-reaching
consequences.

Times of economic uncertainty and upheaval
are often breeding grounds for misconduct
which inevitably take time to come to light.
Further, the hybrid model of working allows
greater potential to breach controls and
procedures.

required to stay current with the continually
evolving regulation, to avoid fines,
reputational damage and loss of customer
confidence.

It is anticipated that the new regulatory
framework on diversity and inclusion may
include integrating non-financial misconduct
committed outside the workplace within

the scope of staff fithess and propriety
assessments, conduct rules and the suitability
criteria for firms to operate in the financial
sector.

indemnity and directors and officers liability
policies, and in particular, appropriate
coverage for investigation costs.

Consideration should be given to employment
practices liability insurance if not already
purchased.
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BANKING CLAIMS TRENDS

Claims trends
summary - financial
lines - 2007 t0 2023

This report uses WTW analysed claims data to
provide specific insight into the types of loss that
your business may be exposed to. Claims reported
by clients from 2007 to December 2022 are included
in this report. All claims that we have analysed are
included in the calculation for the average claim
settlement, the determination of the largest loss and
the loss amount distribution chart. However, due to
the distorting impact of very large losses, we remove

“outliers” from the other charts within the report.

Market conditions and
notable risk trends

Risk trends - cyber and
artificial intelligence

Banking loss types - crime all geographies - 2007 - 2023

|
Q

Risk trends - macro economic
and geopolitical risks

5

8% ‘

Risk trends - climate
risk and ESG

Theft (external)

Robbery (external)

Forgery (external)

Fraud (external)
Missapporiation (internal)
Fraud (internal)

Social engineering (external)
Forgery (internal)

Systems security (external)
Theft (internal)

Other (external theft & fraud)

Other (internal theft & fraud)
Other

Risk trends - regulatory
compliance and conduct

Claims trends summary
- financial lines

Banking loss types - D&O PI/E&O - United Kingdom

Thought and
product leadership

Improper business practices

Advisory / professional services
Suitability, disclosure and fiduciary
Process errors

Shareholder, investment and governance
Entity theft and fraud

External theft and fraud

Employment practices

Internal theft and fraud

Other
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THOUGHT AND PRODUCT LEADERSHIP

Emerging trends and
topical issues

Industry experts and coverage counsel
produce articles and papers on
emerging trends and topical issues that
may impact banks and similar financial
institutions.

Market conditions and Risk trends - cyber and
notable risk trends artificial intelligence

Risk trends - macro economic
and geopolitical risks

ARTICLE | FINEX OBSERVER

De-mystifying
Insurance - D&O
and EPL policies
for Fls

By Hollie Mortlock | March 21, 2024

In this article of our De-
Mystifying Insurance series, we
discuss the differences between
D&O and EPL insurance for Fls.

View the article here

Risk trends - climate
risk and ESG

SURVEY REPORT

Global Directors’
and Officers’

Survey Report
2024

By Angus Duncan | March 19, 2024

Your responses have fueled our
commitment to providing
credible data, empowering
decision-makers like you.
Welcome to the Global

Directors’ and Officers’ El,.lr'l.re'p
Results.

View the article here

Risk trends - regulatory
compliance and conduct

Claims trends summary
- financial lines

ARTICLE

Financial
Institutions -
Global Directors’
and Officers’
Survey Report
2024

By Claire Nightingale and Laura Cooke |
March 19, 2024

The Financial Institutions results
from the Global Directors’ and

Officers’ Survey. @

View the article here

Thought and
product leadership

ARTICLE

GB Cyber
Insurance
Market Update

H2 2023

February 6, 2024

Our Cyber team provide a
market update on current
conditions for WTW UK &
international clients using the
London market.

View the article here
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Contacts

Global Head of FINEX Financial Institutions

Susan Finbow
Julie Baker Jordan Siegman susan.finbow@wtwco.com
Banking Industry Leader Head of FINEX Financial Institutions &
Direct: +44 20 31247235 Professional Services (US)
Mobile: +44 7795 920721 Mobile: +516 317 3242
julie.baker2@wtwco.com jordan.siegman@wtwco.com
Disclaimer

WTW offers insurance-related services through its appropriately licensed and authorised companies in each country in which WTW
operates. For further authorisation and regulatory details about our WTW legal entities, operating in your country, please refer to
our WTW website. It is a regulatory requirement for us to consider our local licensing requirements. The information given in this
publication is believed to be accurate at the date of publication shown at the top of this document. This information may have
subsequently changed or have been superseded and should not be relied upon to be accurate or suitable after this date.

This publication offers a general overview of its subject matter. It does not necessarily address every aspect of its subject or every
product available in the market and we disclaimer all liability to the fullest extent permitted by law. It is not intended to be, and should
not be, used to replace specific advice relating to individual situations and we do not offer, and this should not be seen as, legal,
accounting or tax advice. If you intend to take any action or make any decision on the basis of the content of this publication you
should first seek specific advice from an appropriate professional. Some of the information in this publication may be compiled from
third party sources we consider to be reliable, however we do not guarantee and are not responsible for the accuracy of such. The
views expressed are not necessarily those of WTW. Copyright WTW 2024. All rights reserved.
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About WTW

At WTW (NASDAQ: WTW), we provide data-driven, insight-led solutions in the areas of
people, risk and capital. Leveraging the global view and local expertise of our colleagues
serving 140 countries and markets, we help you sharpen your strategy, enhance
organizational resilience, motivate your workforce and maximize performance. Working
shoulder to shoulder with you, we uncover opportunities for sustainable success — and
provide perspective that moves you. Learn more at wtwco.com.

wtwco.com/social-media

Copyright © 2024 WTW. All rights reserved.
WTW-FINEX 598601/07/24

wtwco.com
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