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Introduction

Over the last few years, the world has seen a material increase in cyber incidents such as
network security breaches, data breaches, extortions (ransomware) and DDoS attacks.

In order to help companies improve their cyber resilience, Truesec and Willis Towers Watson
Sweden AB have produced this cyber security baseline, giving companies practical and
actionable advice on how to establish a reasonable cyber security posture. Based on Truesec’s
extensive experience from managing cyber incidents and Willis Towers Watson’s equally
extensive experience from cyber insurance claims, each recommendation has been carefully
selected and proven to have a real impact on the ability to protect against cyber-attacks and to
ensure resilience and business continuity when attackers succeed in intruding into systems and
networks.

We offer this baseline to all companies, free of charge. We do this because we want to help all
companies strengthen their cyber resilience, which will make our society stronger.

Meeting these recommendations does not mean that a company is safe from cyber-attacks.
Cyber criminals are rapidly evolving their techniques, and what is considered a reasonable level
of cyber security today may not protect a company tomorrow. Meeting these recommendations
will however greatly increase the chance of not being successfully attacked, and it will also make
you more able to manage an attack should it occur. As attacks evolve, we will update these
recommendations, doing what we can do to help keep companies safe.

We are here to help

Should you need our assistance in measuring your posture against these recommendations or in
understanding how to best implement these recommendations — you are welcome to contact us.
We can guide you forward. Our mission is to prevent data breaches and minimizing the impact
when they do occur. These baseline recommendations are part of those efforts.

You are welcome to contact us at:
cybernordics@willistowerswatson.com and info@truesec.com.

Definitions

Throughout the document, the terms Software and Hardware are used in various contexts. For
the avoidance of doubt, the terms are defined as below.

* Software includes applications, operating systems, firmware, and drivers

** Hardware includes computers, servers, printers, mobile phones, switches or wireless access
points, and firewalls

*** Critical systems include all assets that are defined as critical to the business processes,
including but not limited to, infrastructure components such as firewalls, Domain Controllers,
Active Directory, File shares, DNS and DHCP, ERP-systems, HR-system and production
systems.
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Section 1: Governance & Organization

In order to secure the IT estate, it is crucial that each company has a detailed understanding of
which assets are part of the estate, and what their functions are. It is also necessary to have
dedicated owners to each asset, to make sure that each asset is kept up to date and removed
when no longer needed. Further, it is important that all employees have an understanding of the
importance of cyber security and privacy, and that IT staff are fully aware of how the company
protects its estate.
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You have a complete inventory of all software* used by your company, to ensure that
you have a complete insight into the estate.

You have a complete inventory of all hardware** used by your company, to ensure that
you have a complete insight into the estate.

All software used within your company have an internally named owner that is
responsible for user onboarding/offboarding, supplier relations, lifecycle management,
maintenance including patch management, risk management, and decommissioning for
that application.

All hardware used within your company have an internally named owner that is
responsible for user onboarding/offboarding, supplier relations, lifecycle management,
maintenance including patch management, risk management, and decommissioning for
that application.

You know which software and hardware are business critical for your company.

All software is still supported by the vendor and all hardware is supported by the
manufacturer. If you have any software that is out of support, this should be
documented and a plan to replace the software created.

Software and hardware that are considered legacy or cannot be actively updated are
protected by extra security controls. Examples of these could be isolation through an air
gap or offline implementations.

All security updates to software and hardware (including Operational Technology) are
applied not later than a month from when they are released from their manufacturer or
software supplier.

All Internet exposed systems patches are applied within a week from release.

You have adopted a roadmap with planned improvements for the coming years which is
presented to the company board on an annual basis.

All employees are trained in cyber security awareness and privacy awareness at least
on an annual basis.

All employees with privileged access rights are trained in the implemented cyber
security controls to ensure sufficient knowledge about the protection of the environment.
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1.13 You have created a Disaster Recovery Plan for cyber incidents with clear actions and
responsibilities that outlines how you as a company will act in case of an IT emergency.
The plan must be documented and approved by the board or executive management.
Make sure to have paper copies available in strategic locations.

1.14 There is a written Business Continuity Plan, produced by the operational part of the
company, reviewed and approved by the board or executive management that outlines
how operations will be maintained without the support of IT.

Section 2: Detection and logging

In order to counter an attack, it is necessary to have ways to detect anomalous activity on the
networks. This will allow you to understand the nature of the attack, as well as take the
appropriate measures to mitigate the attack. By not having relevant and necessary means to
detect malicious activity, a company will be completely reliant on its ability to keep attackers
outside of the network, an effort that is considered impossible.

Log creation and storage is a critical component of detecting ongoing potentially harmful activity,
as well as investigating how an actual incident happened. It is also necessary to ensure that an
attacker is safely removed from the network.

Increasing detection capabilities is one of the quickest ways to achieve some level of resilience
towards cyber-attacks, while an organization is working to increase its cyber security capability in
other areas.

2.1 You have the ability to actively detect and respond to intrusions on clients, servers, and
services 24/7/365.

2.2 An Endpoint Detection & Response (EDR)-platform is deployed, covering all servers
that are capable of carrying an EDR.

2.3 An EDR-platform is deployed, covering all endpoints that are capable of carrying an
EDR.

2.4 All critical systems*** log access attempts (both successful and denied) and privileged
activities.

25 Logdfiles are protected in such a way that they can’t be accessed from the system that

created them.

2.6 All log files have a retention period of no less than 100 days.

In addition to the above, each company is also encouraged to implement Network Detection &
Response (NDR) capabilities for network segments that don’t support EDR implementations, as
well as deploying Security Incident Event Management (SIEM) capabilities on cloud services and
web-based systems.
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Section 3: Backup and disaster recovery

The vast majority of ransomware attacks include attacks on the backups of the victim’s networks.
If this part of the attack is successful, the restoration time after the attack is significantly longer
than if backups can be restored, multiplying the financial and reputational impact of the attack.

3.1 All data used by critical systems*** within your company must exist in 3 copies. One
copy is the live data you are using. Then backup is made to two different media, like
disk and tape for example. One of these backups is stored off-site and offline,
completely separated from your production environment.

3.2 Restore verification tests are performed regularly, where the verification involves more
than just individual file restorations.

3.3 Backups of critical systems*** are made at least on a daily basis.

Section 4: Malware protection

While traditional means of protecting against malicious software are considered inadequate as
the sole defence layer, they still form part of the defence strategy and protect the company from
less sophisticated attacks. By filtering malicious emails, a company can avoid allowing an
attacker to establish a foothold on the network.

4.1 All clients and servers have updated and running antivirus/antimalware software.
4.2 All clients and servers have the local firewall configured and turned on.
4.3 There are tools and processes in place to ensure that all e-mail attachments and links

are scanned and reviewed before released to the user’s mailbox.

4.4 Autorun on attachable media is by default turned off.
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Section 5: Access Management

A very common component of attacks includes the use of elevated privileges. This means that an
attacker acquires the credential of a legitimate employee, and then uses these credentials for
access to the network. Commonly, this involves accounts of employees that have left the
organization, or of employees that have been given rights to perform certain actions on the
network, so called privileged users. By restricting access to the needs of every user, the chance
for an attacker to succeed in establishing a foothold on the network is greatly reduced.

5.1 Employees are only granted enough access to files, folders, and applications to perform
their job responsibilities.

5.2 All accounts are unique accounts per individual and never shared between individuals.
5.3 No employees or IT staff are local administrators on computers with their normal
account that is used on a daily basis. There are tools and processes in place to ensure

that elevated access rights are granted only temporarily.

5.4 There is an implemented off-boarding process that secures that all user rights are
revoked when a user leaves the company.

55 All user accounts and rights are reviewed, at least on an annual basis.

5.6 All privileged accounts are reviewed continuously.

5.7 There is a password policy in place that requires users’ passwords to be of a minimum
length of 15 characters and include special characters and upper- and lower-case
characters.

5.8 There is a password policy in place that requires privileged account passwords to be of

a minimum length of 25 characters and include special characters and upper- and
lower-case characters.

5.9 External access to all applications (not including from internal networks), regardless of
software vendor, is protected by multi-factor authentication.

5.10 All privileged accounts, where possible, are managed by a Privileged Access
Management Solution (PAM) that supports the principles of just in time and just enough
rights.

5.11 All administration of the IT environment is performed from a separate computer, such as
a Privileged Access Workstation (PAW) or a dedicated Virtual Machine, rather than from
the computer where the employee reads e-mail or surfs the web.

5.12 All company guests are allowed access only to separated Wi-Fi with internet access, no
access to company internal resources.

TRUESEC WillisTowers Watson L:I"1'l:l



Copyright © 2021 Willis Towers Watson and Truesec. All rights reserved. May not be reproduced or amended. Version 1.3

This document has been prepared for general purposes only and does not purport to be and is not a substitute for specific
professional advice. While the matters identified are believed to be generally correct, before any specific action is taken,
specific advice on the circumstances in question should be obtained.

About Willis Towers Watson

Willis Towers Watson (NASDAQ: WLTW) is a leading global
advisory, broking and solutions company that helps clients
around the world turn risk into a path for growth. With roots
dating to 1828, Willis Towers Watson has 45,000 employees
serving more than 140 countries and markets.

We design and deliver solutions that manage risk, optimise
benefits, cultivate talent, and expand the power of capital to
protect and strengthen institutions and individuals. Our unique
perspective allows us to see the critical intersections between
talent, assets and ideas — the dynamic formula that drives
business performance. Together, we unlock potential. Learn
more at willistowerswatson.com.

cybernordics@willistowerswatson.com

About Truesec

As a global cybersecurity company, we’re proud to be at the
forefront of protecting organizations and our society against
cyber threats. Ourr purpose has been clear since day one:
Creating safety and sustainability in a digital world by preventing
cyber breach and minimizing impact.

Our team consists of 150+ cyber specialists, covering the full
spectrum of cybersecurity. Through our collaborative approach,
we come together as one team to help defend your most
valuable data assets every day. Each of us contributing with our
expertise, strong sense of purpose and willingness to make a
difference. We never cease to challenge and reinvent ourselves
to stay ahead of cybercriminals and find the best solution for you.

info@truesec.com ‘



